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1. Introduction 
This Privacy Policy describes how Albert Huang ("we," "us," or "our"), the developer of POS Ninja, part of 
the Food Ninja family of products, collects, uses, stores, and protects information when you use the POS 
Ninja application for macOS, iOS, Android, and web (collectively, the "Service"). 

We are committed to protecting your privacy. POS Ninja is under active development. The Inventory, 
Products, Sales, Receipts, and Analytics features — including item import/tracking, product publishing, 
sales ticketing, checkout, and PDF/Excel export — operate entirely on your device and involve no data 
collection by us. The only exception is the optional Taiwan E-Invoicing feature described in Section 2.2, 
which is off by default and only transmits data to our server when you specifically enable and configure it. 
This Privacy Policy will be updated as additional features become available. 

2. Information We Collect 

2.1 Inventory, Sales, and Analytics Data (On-Device) 

POS Ninja's core inventory and point-of-sale features operate entirely on your device: 

● Inventory items, products, product groups, and discounts you create or import are stored only in a 
local, on-device database. 

● Sales tickets, checkout records, receipts, and the analytics figures derived from them are likewise 
stored only in your local, on-device database. 

● Files you export to PDF or Excel are generated and saved to a location on your device (or a 
destination you choose to share to, such as AirDrop or email) that you control. 

None of this data is transmitted to, processed by, or stored on any server operated by us or any third 
party. 

2.2 Optional Taiwan E-Invoicing Feature 

POS Ninja includes an optional feature, disabled by default, that lets you issue Taiwan government e-

invoices (電子發票) through Amego, a third-party e-invoice service provider, once you turn on "Issue E-

Invoices" in Settings and configure your Business UBN (統一編號) and Amego App Key. 

If, and only if, you enable this feature and complete a sale using it, the following data is transmitted from 
your device to our server over an encrypted (TLS/HTTPS) connection: 

● The ticket's line items (product names, quantities, unit prices, and line amounts), any applicable 
discounts, and the tax amount 

● Your Business UBN and Amego App Key 

● If provided at checkout, the buyer's scanned mobile barcode carrier (手機條碼載具) or an NPO 

donation code (愛心碼) 

● An order reference number generated by the app 

Our server, described in Section 10, forwards this data to Amego's e-invoice issuing API solely to 
complete the invoice request on your behalf. Our server does not write your Business UBN or Amego App 
Key to disk, logs, or any database — they are held only in memory for the duration of that single request, 
then discarded. We do not otherwise retain, log, or use the ticket data transmitted for this purpose. 



Your Amego App Key is additionally stored, encrypted, in your device's own OS-level secure storage 
(Android Keystore-backed encrypted storage / iOS Keychain) so it does not need to be re-entered for 
every sale — see Section 8. 

If you do not enable e-invoicing, none of the data described in this section is ever transmitted to or stored 
on our servers. 

2.3 No Accounts or Registration 

POS Ninja does not require or offer account creation, sign-in, or registration of any kind. 

2.4 Data We Do Not Collect 

Other than the e-invoicing data described in Section 2.2 (transmitted only when you enable that optional 
feature), we do not collect personal identifiers, contact information, device identifiers for tracking, 
location data, usage analytics, crash reports, advertising identifiers, or any other data — personal or non-
personal — in connection with your use of the Service. 

2.5 Future Features 

As POS Ninja continues development, features such as cloud sync, accounts, AI-assisted tools, or in-app 
purchases may be introduced. Before any such feature that involves data collection is released, we will 
update this Privacy Policy and provide notice as described in Section 11. 

3. How We Use Information 
Because nearly all data stays on your device, we have very little data to use. All processing — importing, 
tracking, publishing, selling, checking out, and exporting inventory and sales data — occurs locally on your 
device. 

When you enable and use the optional e-invoicing feature (Section 2.2), we use the transmitted data 
solely to: 

● Forward your invoice request to Amego's e-invoice API, so that a legally required Taiwan 
government e-invoice can be issued 

● Authenticate that request using your Business UBN and Amego App Key 

4. Legal Basis for Processing (GDPR / Taiwan PDPA) 
As POS Ninja does not collect or process personal data on any server except as described in Section 2.2, 
no legal basis for server-side processing is applicable to any other feature of the Service. 

Because e-invoicing data is processed on servers located in Germany (see Section 10) only when you 
enable that optional feature, the following legal bases apply solely to that processing: 

● Contractual necessity / your explicit action: processing you have specifically requested by 
enabling and configuring the e-invoicing feature 

● Legal obligation: the issuance of a Taiwan government e-invoice is a requirement of Taiwan tax 
law 

● Legitimate interests: fraud prevention and security of the invoicing request 

5. Children's Privacy (COPPA) 
POS Ninja is designed for users of all ages. Because the Service does not collect any personal 
information from the core Inventory, Sales, Receipts, and Analytics features, we do not knowingly collect 
personal information from children under 13 or any other applicable age of digital consent through those 



features. The optional e-invoicing feature (Section 2.2) is a business/merchant tool intended for the store 
operator, not for use by children. If this changes in the future, this Privacy Policy will be updated to 
include appropriate safeguards. 

6. Data Sharing and Third Parties 
We do not share, sell, rent, or trade any data collected through the core Inventory, Sales, Receipts, or 
Analytics features, because we do not collect any. 

If you enable the optional e-invoicing feature (Section 2.2), the data described there is shared with: 

● Amego, a Taiwan-based e-invoice service provider: to issue your government e-invoice on your 
behalf, governed by Amego’s own privacy practices and terms 

● Hetzner Online GmbH, our infrastructure provider (see Section 10): as the processor hosting the 
server that forwards your request to Amego 

We do not use any third-party analytics, advertising, or data-broker services. 

If you download POS Ninja from Google Play, your download and installation are additionally subject to 
Google Play's own data practices, which are governed by Google's Privacy Policy. 

7. Data Retention 
All inventory data, products, discounts, sales tickets, receipts, and exported files remain on your device 
and are retained or deleted entirely at your discretion — including via your device’s file system, the app’s 
own data management tools, or by uninstalling the app. We have no ability to access, retrieve, or delete 
this data ourselves, as it never reaches our servers. 

E-invoicing data (Section 2.2) is not retained by our servers beyond the single request needed to forward 
it to Amego: your Business UBN and Amego App Key are never written to disk, logs, or a database on our 
server. Amego retains the resulting invoice records as required by Taiwan tax law; that retention is 
governed by Amego’s own practices, since issuing a compliant tax record is a legal requirement, not a 
choice made by POS Ninja. 

8. Data Security 
Because your inventory and sales data stays on your device, its security depends primarily on your 
device’s own security features, such as your device passcode, disk encryption, and operating system 
sandboxing. We recommend keeping your operating system updated and using your device’s built-in 
security features. We encourage you to back up any data you wish to preserve, as local data may be lost if 
your device is lost, damaged, reset, or if the app is uninstalled. 

For the optional e-invoicing feature: your Amego App Key is stored encrypted in your device’s OS-level 
secure storage (Android Keystore-backed EncryptedSharedPreferences / iOS Keychain), and data sent to 
our server for invoicing is encrypted in transit using TLS/HTTPS. Our server does not persist your 
Business UBN or Amego App Key. 

9. Your Rights 
Because we do not collect, store, or process any personal data on our servers except as described in 
Section 2.2, requests such as access, rectification, erasure, or portability of your inventory, sales, and 
receipt data are inherently satisfied on-device: you may view, edit, or delete any such data at any time 
directly within the app, or by uninstalling it. 

For the optional e-invoicing feature, you may disable "Issue E-Invoices" and clear your stored Business 
UBN and Amego App Key at any time in Settings; once disabled, no further data described in Section 2.2 



will be transmitted to our servers. If you have any questions about your rights, contact us using the 
information in Section 12. 

10. International Data Transfers and Server Location 
POS Ninja is developed and operated by Albert Huang, based in Taiwan. POS Ninja does not transmit any 
data to any server unless you enable the optional e-invoicing feature described in Section 2.2. When you 
do, that data is sent to our server, which shares the same infrastructure as our companion Food Ninja 
service and is physically hosted on servers located in Nuremberg, Germany, operated by Hetzner Online 
GmbH, a European cloud infrastructure provider. 

Because that server is located in Germany, a member state of the European Union, e-invoicing data is 
subject to the General Data Protection Regulation (GDPR) in addition to Taiwan's Personal Data 
Protection Act (PDPA). The user rights described in Section 9 of this policy are, with respect to that data, 
legally enforceable rights under GDPR, not merely voluntary commitments. 

Hetzner Online GmbH acts as a data processor on our behalf. Hetzner provides a Data Processing 
Agreement (DPA) as part of its standard terms of service, ensuring your data is handled in accordance 
with GDPR requirements. 

If you enable e-invoicing while located outside of the European Union or Taiwan, your e-invoicing data will 
be transferred to and processed in Germany (EU). By enabling and using that feature, you acknowledge 
and consent to this transfer. We ensure all such transfers are conducted with appropriate safeguards in 
accordance with applicable privacy laws. If you never enable e-invoicing, no data is transmitted to any 
server, and no international data transfer occurs in connection with the Service. 

11. Changes to This Privacy Policy 
We may update this Privacy Policy from time to time, particularly as new features are released. When we 
do, we will update the Effective Date and, where appropriate, notify you through the app or by email. 

Your continued use of the Service following any changes constitutes acceptance of the updated Privacy 
Policy. 

12. Contact Us 
If you have any questions, concerns, or requests regarding this Privacy Policy or our data practices, 
please contact us: 

Albert Huang — POS Ninja Developer (Food Ninja) 

Privacy Inquiries: privacy@food-ninja.com 

Legal Matters: legal@food-ninja.com 

General Support: support@food-ninja.com 

Developer: alberthuang@food-ninja.com 
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